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RDM Challanges with FAIRness

« Data need to be Findable, Accessible, Interoperable and Reusable (FAIR): need acknowledged by RDM
communities
* FAIR principles can guide and be beneficial to researchers: it is noft frivial to make them understand how

« RDM take place in a context of specific and restrictive ethical and legal requirements
* FAIR principles and DMP are mandatory in many funded programmes, including Horizon Europe

(2018). Open Science Training Handbook (1.0)
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Researchers should be aware of how all these topics intersect the different phases of data lifecycle, and suppor’r
for researchers should be tailored on this need for a global and infegrated overview
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Support @ FAIRness

In our experience across different research domains, researchers often face the same stumbling blocks.
To support them, we have developed a RDM Decisional Tree starting from the fundamental bricks of the data
lifecycle and posing a series of questions to help researchers navigate:

1) the domain specific nature and origin of the data they are handling;

)
2) Privacy/Ethics requirements (e.g. GDPR);
3) Intellectual Property Rights;
)
)

4) active data storage;
5) long-term deposit and preservation.

With all these questions in mind, we support researchers in finding answers by supplying a Data Lifecycle Model,
including a series of possible actions and resources to protect/organize/preserve their data.
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Data Life-cycle
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Source: https://zenodo.org/record/7249051#.Y1pAI3ZBxPY  This diagram proposes a data lifecycle model inspired by the
University of Virginia Library’'s model
(hitps://guides.lib.virginia.edu/c.php2g=5152920&p=3522215)
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2) Data format?
DATA IDENTIFICATION ———= 3) Data Size?

answer, questions they did not know they had. Do
Starting from the fundamental bricks of the ;
data lifecycle, integrates a series of questions R

1) Are people involved in the research?

aiming to encourage the researchers address | e

3) Which categories of personal data need to be collected and processed ?

1) Origin of the data?
2) Data licence?
3)Terms and conditions for reuse?

REUSE
EXISTING
DATA

1) Any re-use of personal data from previous projects or activities is required?

some major attention points, encompassing LRt oo

5) Keep in mind the principle of Data Minimization

issues  that range from  privacy/ethics e e o

1) Potential risks for participants or resea

requirements to IPR legislation and FAIR |t o =

3) of Artificial i could raise

4) Complex processing operations/processing of personal data on a large ENERATI

rs (e.g. social stigmatisation,

. . ¢ ethical concerns regarding human rights?
rI n C I | e S : 4) Ethical concerns about the involvement of animals, or use of substances/
. I processes that may the envirenment, animals or plants?

5) Evaluate the possi of Data Misuse and consider how to prevent it Planning

1) Is the data selection and dispasition in the dataset/database original?
2) Dataset/database generation is the result of major investments (time/
money)?

DATA COLLECTION —
1) With which partners (or third parties) it is necessary to share data?
2) In which countries personal data will be collected?

3) To which countries personal data may be transferred?

S 1)Isthe protected by or linked to a patent

: (Confi criterion)

¢ 2) Does the dataset/database have commercial potential or need to be re-
: used in further research activities?

- DATA ANALYSIS

1) How long it is necessary o keep the data in an identifiable form?
© 2) With which partners (or third parties) it is necessary to share data?
: 3) Informed consent for data ing/p! ion must data

1) Evaluate storage & backup options
2) Establish consistent naming conventions for files and folders
3) Apply Version Contral

4) How will you share data with partners o third parties)?

DATA STORAGE AND BACKUP

i 1) Be sure to be compliant with IPR/privacy/ethical regulations before
i considering deposit

i 2) Evaluate if embrago or restricted access to data are appropriate

i 3) Choose a trusted repository (PID, metadata) - DATA DEPOSIT
i ) Prepare d ion and read-me fik ibing the dataset
i 5) Choose the appropriate license

i 6) Metadata of the dataset should ALWAYS be public

LONGTERM AND SECURE
PRESERVATION BUT NOT
PUBLICLY AVAILABLE
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RDM Decision Tree - Planning Legend:

DATA MANAGEMENT
NEW PROJECT INTELLECTUAL PROPERTY RIGHTS
T T e P OO LR SRR AeS
1) Qualitative/quantitative data? PRIVACY
: 2) Data format?
DATA IDENTIFICATION ——  3) Data Size?
4) Data creator/curator?
: 5) Purpose of the dataset in the context of the project? ETHICS
1) Origin of the data? :
: R h ded hat d laboratively collected ™) 2) Data licence? :
: ) ese?rc agreements nee .e. to.ensuret at data collaboratively collecte 3)Terms and conditions for reuse? :
i are available to all of the participating researchers. REUSE :
EXISTING 1) Any re-use of personal data from previous projects or activities is required?
: 1) Are people involved in the research? DATA c

i 2) Which categories of people (minors, disabled, migrants, employees, etc.)
i areinvolved?

3) Which categories of personal data need to be collected and processed ?
4) Complex processing operations/processing of personal data on a large | /GENERAT :
: scale/systematic monitoring of a publicly accessible area on a large scale are EW DAT,
: required?

: 5)Keep in mind the principle of Data Minimization

6) Collect informed consent for data use/sharing/preservation from research :
participants :
1) Potential risks for participants or researchers (e.g. social stigmatisation, :
persecution, etc.)? c

i 2)Possibility of incidental findings during research?

i 3) Development/dissemination/use of Artificial Intelligence could raise
ethical concerns regarding human rights?

4) Ethical concerns about the involvement of animals, or use of substances/ :
processes that may harm the environment, animals or plants? :
:  5) Evaluate the possibility of Data Misuse and consider how to prevent it Planning
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RDM Decision Tree - Handling

1) Is the data selection and disposition in the dataset/database original? :
— 2) Dataset/database generation is the result of major investments (time/
money)?
DATA COLLECTION —
1) With which partners (or third parties) it is necessary to share data?
—— 2) In which countries personal data will be collected?
3) To which countries personal data may be transferred?
1) Is the dataset/database protected by trade secret or linked to a patent
: application? (Confidentiality obligations/novelty criterion)
: 2) Does the dataset/database have commercial potential or need to be re-
: used in further research activities?
— DATA ANALYSIS

1) How long it is necessary to keep the data in an identifiable form?
: 2) With which partners (or third parties) it is necessary to share data? )
¢ 3) Informed consent for data use/sharing/preservation must accompany data

1) Evaluate storage & backup options

DATA STORAGE AND BACKUP 2) Establish c?nSIStent naming conventions for files and folders
3) Apply Version Control

4) How will you share data with partners (or third parties)?
Legend:

Handling

DATA MANAGEMENT

INTELLECTUAL PROPERTY RIGHTS

PRIVACY

ETHICS

EOSC Symposium, November 2022, Prague

ALMA MATER STUDIORUM
UNIVERSITA DI BOLOGNA



RDM Decision Tree - Depositing Legend:

DATA MANAGEMENT
1) Be sure to be compliant with IPR/privacy/ethical regulations before
: considering deposit INTELLECTUAL PROPERTY RIGHTS :
i 2) Evaluate if embrago or restricted access to data are appropriate =
: 3) Choose a trusted repository (PID, metadata) — DATA DEPOSIT :
: 4) Prepare documentation and read-me files describing the dataset PRIVACY :
i B) Choose the appropriate license :
' 6) Metadata of the dataset should ALWAYS be public :
ETHICS :
: SHARING WITH OTHER OSGIERMAND SECHRE :
: RESEARCHERS PRESERVATION BUT NOT :
: PUBLICLY AVAILABLE :
: Depositing :
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Take Home Messages:

RDM Decision Tree is useful also as a self-standing tool to support researchers. It
improves researchers' awareness on the importance and value of research data

* It helps the researcher to think about both their inbound (IPR, privacy, ethics) and outbound data, and
to make upstream decisions with a view to long-term preservation.

« |t highlights that FAIR RDM implies a plurality of supporting expertise and a multitude of services, resources,
tools

« RDM DTis a tool that can be used in any context, it might also need to be integrated depending on the
situation (e.g. funded project, different funders requirements, etc.)

 We are collecting feedback from researchers to identify further critical points and integrate the Tree

+ The feedback gathered so far from researchers has shown considerable appreciation for the tool provided
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Thank you!
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