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The evolution of the EOSC AAI
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EOSC AAIl Baseline Architecture

Based on the AARC Blueprint Architecture

COMMUNITY
ATTRIBUTE
SERVICES

RESE2D
[hice F
SRS
G
| AP |
o9

. AARC Blueprint Architecture —=

-G
Rt

Unauthentcated User
Authenticated User
Authorisation Information Flow
Aribute Information Flow

ACCESS PROTOCOL
TRANSLATION

: END SERVICES( ‘ ( ‘ ‘ E
S BEE8EEE

AUTHORISATION'

il

-

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
t
|
|
|
|
|

“JeduGAIN

{ Mllin

3 Social ID

Infra Proxy
-
S |D |

Community AAI

The purpose of the Community AAl is to
streamline researchers’ access to services,
both those provided by their own
infrastructure as well as the services
provided by infrastructures that are shared
with other communities.

Infrastructure Proxy

The Infrastructure Proxy, enables
Infrastructures with a large number of
resources, to provide them through a single
integration point, where the Infrastructure
can maintain centrally all the relevant
policies

and business logic for making available
these resources to multiple communities
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EOSC AAIl Baseline Architecture
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streamline researchers’ access to services,
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Infrastructure Proxy
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integration point, where the Infrastructure
can maintain centrally all the relevant
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and business logic for making available
these resources to multiple communities
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EOSC AAIl Baseline Architecture (Contd.)

Raced nn the AARC Internnerahilitv (Gnidelings

AARC Interoperability Guidelines Approved by AEGIS

Created by Christos Kanellopoulos, last modified by Nicolas Liampotis on Jan 14, 2022
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Document

Guidelines on expressing group membership and role information
Exchange of specific assurance information between Infrastructure

Guidelines for evaluating the combined assurance of linked
identities

Specification for expressing resource capabilities

Implementing scalable and consistent authorisation across multi-
SP environments

A specification for IdP hinting

Guidelines for expressing affiliation information
AARC Blueprint Architecture 2019

Inferring and constructing voPersonExternalAffiliation
A specification for IdP hinting

Guidelines for expressing community user identifiers

Specification for hinting an IdP which discovery service to use

AARC
Identifier

AARC-G002

AARC-G021

AARC-GO31

AARC-G027

AARC-1047

AARC-G049

AARC-G025

AARC-G045

AARC-GO057

AARC-G061

AARC-G026

AARC-G062

Date first
presented

2017-11-13
2018-03-12

2018-05-14

2018-12-10

2019-03-1

2019-03-1

2019-03-1
2019-11-1
2020-07-13
2020-05-1
2019-09-09

2021-09-13

Date
approved

2017-11-15
2018-03-12

2018-07-09

2018-12-10

2019-03-11

2019-04-08

2019-10-14
2020-02-10
2021-02-08
2021-02-08
2021-06-14

2021-10-1

Status

Current
Current

Current

Current

Current

Superseded by AARC-
G061

Current
Current
Current
Current
Current

Current

i_b

# Home + About AARC + AARC Engagement Group for Infrastructures

AARC Engagement Group for Infrastructures

The AARC Engagement Group for Infrastructures (AEGIS) brings together
s from research and operators of AAI services and the
AARC team to bridge communication gaps and make the most of common synergies.

AEGIS enhances the wider and more effective uptake of AAI recommendations by
infrastructures in their federated access solutions, so that they can focus on providing other
support for research activities.

‘The objectives and scope of AEGIS are:

consult the expertise of participants for feedback on AAI activities;
h of the AARC Blueprint Architecture;

promote R aceess;

facilitate activities for the adoption of harmonised solutions and avoid ‘reinventing’

the wheel;

repart on the adoption of and provide guidance on the AARC guidelines;

provide a home for the adoption and further development of the AARC Blueprint

Architecture;

maintain, develop, and organisationally support the AARC community;

linise with other entities in the AAT ecosystem.

Participation

‘There are two ways to participate in AEGIS:
Members - Research and e-infrastructures and other organizations responsible for the
operation of AAIs for international research collaborations following the AARC
guidelines relevant to their interoperability with AEGIS peers. Each member can
appoint up to two individuals to represent the organization in AEGIS.
Observers - AEGIS welcomes parties that may have an interest in using AARC
guidelines or that are in the process of implementing an AAI that follows the AARC
BPA. Observers should be invited by an AEGIS member and endorsed by the AEGIS
membership. Observers do not vote nor endorse documents.
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Version 1.0 - Endorsed on
November 11th 2019

IPR Policy

Version 1.0 - Endorsed on
November 9th 2020

Get in touch

Email

contact
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https://wiki.geant.org/display/AARC/AARC+Interoperability+Guidelines+Approved+by+AEGIS

EOSC AAI Architecture 2022

Consistent user experience and interfaces for service providers
Multi-infrastructure workflows

Scaling trust

Growth of EOSC beyond the research and education

community

Community attributes and authorisation
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EOSC AAI Architecture 2022

Consistent user experience and interfaces for service
providers

Multi-infrastructure workflows
Scaling trust

Growth of EOSC beyond the research and education
community

Community attributes and authorisation
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EOSC AAI Architecture 2022 Working Areas:
Consistent user experience and interfaces
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Users need to go through multiple Identity
Ay

“JeduGAIN
Provider discovery steps T _= S theng;

N ) / ticay;
i . Where e - .- ap Cating
e Example: First select Community AAI then select are you \ i

the Identity Provider of their Home Organisation from?

Where
Users don’t need to re-enter their login credentials =S are you

but the IdP selection can be frustrating
Adoption of AARC “hinting” documents
e |dP selection hints = AARC-G061

e Discovery Service selection hints = AARC-G062
e Service hints = AARC-G063
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https://aarc-community.org/guidelines/aarc-g061
https://aarc-community.org/guidelines/aarc-g062
https://aarc-community.org/guidelines/aarc-g063

EOSC AAI Architecture 2022 Working Areas:
Consistent user experience and interfaces (Contd.)

The AARC Community-based Access Entity Category is a category of Service Providers that have

a proven need to receive a set of community-managed information about their users in order to

Adoption of AARC Community-based Access Entity ey provide hl sric 0 he st These i P ors nlud

e Infrastructure Proxy services (Service Provider interface) [AARC-G045]

Category (AARC-G079) can be used to: ¢ Goenseies 4105

Identity Providers may indicate support for Service Providers in this Entity Category to facilitate

discovery and improve the user experience at Service Providers. Self-assertion is the typical

] DiStiﬂgUiSh Community AAIS from authenticating IdPS approach used but this is not the only acceptable method.
d u ri n g d iS Cove ry The following sections detail the requirements for both SAML 2.0 Service Providers and Identity

Providers, in category membership and support respectively. For OpenlD Connect based Service

Providers, the technical requirements will be defined in a specification following the finalisation

e Services that control access based on community ofthe OpenlD Connect Federaionspecfiction [OIDC-ed]
identity attributes (e.g. community-managed groups 2 Syntax
and roles) = Filter out IdPs that don't assert the e olowing UL i use a the arbute el for e AARC Commanity-based Acces iy
Community Entity Category Support attribute oty and the Ently Category Support st

https://aarc-community.org/entity-category/community

e Services that don't rely on community identity |
attributes = Include only authenticating IdPs during 3 Semantics

d . By asserting a Service Provider to be a member of this Entity Category, a registrar claims that:

e 3.1 The Service Provider has applied for membership in the Category and complies with

this entity category’s registration criteria as defined in Section 4.

. FaCiIitate |d P deCiSionS to release a defi ned Set Of e 3.2 The Service Provider’s application for using the Community-based Access Entity

Category has been reviewed against the guidelines provided in this specification and

att” butes to SerViceS . approved by the registrar.

By asserting this Entity Category Attribute, a Service Provider claims that it will not use

attributes for purposes that fall outside of the service definition as presented at the time of

registration and will support this statement within their published Privacy Statement.

By asserting this Entity Category Support Attribute, an Identity Provider claims that it will

release attributes to approved Service Providers as outlined in Section 7.



https://docs.google.com/document/d/19HPPhiU8pjljzHafqTLiak732O7KS7CMYIRstlW1lJM/edit

EOSC AAI Architecture 2022

Consistent user experience and interfaces for service providers
Multi-infrastructure workflows

Scaling trust

Growth of EOSC beyond the research and education

community

Community attributes and authorisation
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EOSC AAI Architecture 2022 Working Areas:
Multi-infrastructure workflows

Current EOSC AAI architecture works when the user is consuming
services directly

However some use cases require a service agent to be able to act
autonomously —on behalf of the user— to consume services and resources

If the services consumed by the agent are behind the same proxy the
current architecture works

But what happens if an agent running on Service A needs to access
resources on Service B connected by a different infrastructure?
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EOSC AAI Architecture 2022 Working Areas:
Multi-infrastructure workflows (Contd.)

OAuth 2.0 token validation: Existing

n o
standards rely on direct trust relationship %/ eduGAIN
.

between the protected resources and the

-

Authorisation servers issuing OAuth 2.0

tokens

e-Infra Proxy -

Example: Community service (infrastructure

A) accessing e-Infra service (infrastructure

B) on behalf of user
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EOSC AAI Architecture 2022 Working Areas:
Multi-infrastructure workflows (Contd.)

Resource servers need to directly =
: . . “: duGAIN {5 sSocialID ORCIC
trust multiple Authorisation Servers T

across Infrastructures instead of A “y ;"'

relying on a single Proxy

BUT

o Requires additional integration effort from
services

e Cannot scale
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EOSC AAI Architecture 2022 Working Areas:
Multi-infrastructure workflows (Contd.)

OpenlID Connect Federation

specification v1.0 (draft) = Long-term

solution for dynamically establishing

trust in a distributed environment

OAuth 2.0 Token Proxied Introspection
specification (AARC-G052) = Interim

solution until the OIDC Federation ‘
Specification is finalised & becomes

widely available.
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https://openid.net/specs/openid-connect-federation-1_0.html
https://docs.google.com/document/u/0/d/11Amv6kjPvVVgWB71iEaj6NcrhlNzht7HP9GJK6cNOS8/edit

EOSC AAI Architecture 2022

Consistent user experience and interfaces for service providers
Multi-infrastructure workflows

Scaling trust

Growth of EOSC beyond the research and education community

Community attributes and authorisation
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EOSC AAI Architecture 2022 Working Areas:
Scaling trust

-  f Iin
Trust between Community AAl x0 eduGAIN G Social b ORCID~.._
and Infrastructure Proxy services g |
\\‘ h:f,‘--‘-""#-../___‘ﬁ“ :1 \\\\ \».\\\

needs to be established via
exchange of metadata R v v

Community AAI Community AAI . s = Community AAI

Growing number of Community
AAI and Infrastructure Proxy
services that need to be
Interconnected for enabling
access to resources across
Infrastructures within the wider
EOSC environment

Establishment of M:N
relationships — scalability issues
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EOSC AAI Architecture 2022 Working Areas:
Scaling trust (Contd.)
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e Community AAls and Infrastructure
Proxies connect once with the EOSC AAI
Federation (register metadata, URN
namespaces, policies etc)
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e No need to register entities that are
already registered in a Peer Federation
(e.g. eduGAIN)
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EOSC AAI Architecture 2022

Consistent user experience and interfaces for service providers
Multi-infrastructure workflows

Scaling trust

Growth of EOSC beyond the research and education

community

Community attributes and authorisation
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EOSC AAI Architecture 2022 Working Areas:
Beyond the research and education community

Enables access to users from 5100+ identity
providers from R&E community but needs to
support citizen scientists, public sector
organisations, and industry users

Extending access: SmBUTE | TeansomoN Jo—
= O

Social media identities o - S | I

----- e : rmkdmm-i

elDAS (national identification scheme) | T o L

identiti o | e L
identities = - R E
Organisations beyond R&E: —¢ B
. - o . . ! |END SERVICES‘ 7 7 Y ! ,: ;
Organ_lsatlon can join I_\Iatl_onal F_ederatlon Aes i ¢ ¢ & ‘
to register the authenticating entity; or e ;

EOSC AAI Federation Operator can
import the authenticating entity of that
organisation into the federation
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EOSC AAI Architecture 2022

Scalability
Multi-infrastructure workflows
Consistent user experience and interfaces for service providers

Growth of EOSC beyond the research and education

community

Community attributes and authorisation
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EOSC AAI Architecture 2022 Working Areas:
Community attributes & authZ

Attribute Providers (AtP) can be o

Independent from

AARC Blueprint Architecture —— nom

Authorisation Information

——— Flow
= - AtnbUte Information Flow
_)c_.l
User inform
°
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authenticating/Community IdPs Eoy —
Need to consider different —not e =
only community-controlled— =1
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services
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EOSC AAI Architecture 2022

Next steps: Working Document

Specify scalable mechanism for

establishing trust between OAuth EOSC AAI Architecture 2022
2.0 Authorization Servers within EOSC-A AAI TF - Report (DRAFT)

the EOSC AAI Federation Introduction

This document is a DRAFT version of the EOSC AAI Architecture 2022 which follows the EOSC
Authentication and Authorization Infrastructure (AAI) report from the EOSC Executive Board

Working Group Architecture AAI Task Force.

More streamlined discovery

process (e.g. “‘EOSC Login”

The current EOSC AAI architecture is based on the AARC Blueprint Architecture 2019
b utto n) ’) AARC-BPA-2019). The goal of the EOSC-A AAI TF is not to define a new AAI architecture, but
rather to define an AAI architecture that follows the AARC BPA and the AARC Interoperability

Guidelines. Specifically, the EOSC-A AAI Task Force will work in collaboration with AEGIS, the

I ntrOd U Ce m I n I m U m aSSU ran Ce AARC Community and other stakeholders to evolve the AARC Blueprint Architecture &
. Guidelines and use them as the basis for delivering the EOSC AAI Architecture 2022 version by
requirements? the end of 2022
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https://docs.google.com/document/d/1L56uUvs9Tap1tlanendFm-_Jzfu6L7i7FYvzvsX1Mfk/edit
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