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Introduction

e Incident & Service Request Management and Order Management are two major
user facing processes.

® Process is a set of activities with clearly defined responsibilities, that bring a
specific objective from set of defined inputs

Policies

Procedures 2 é;@:% i

Inputs ﬁ;

Outputs &7 ° E?
Roles ' %J% '

Tools/Applications

e |ISRM and Order Management are user facing processes:
Multiple communication channels
Many actors with different roles: Users, Providers, Shifters, Supporters
Challenging environment: multiple organisations, units, services,
components, dependencies
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User access for EOSC services

* Order management includes a set of procedures and policies with the
aim to efficiently process the requests for services

* Order management tools are:
User facing: EOSC Marketplace
Back-end: SOMBO

* When a new service is registered, the provider chooses the desired

integration level with order management

Without registration . Managed by the provider
o
pen access <:With registration Order required <—_/ Managed by EOSC staff

—|




Open access services
* Do not require the provider to approve the request
to access the service

* It might require users to login, but access rights are
automatically granted

rrrrrrrrrrrrrr

This is an open access offer of the B2FIND - For Researchers service. Press Go
to the service button to reach the service website. You may also add the

service to a Project in order to:

= Gain EOSC experts support e
= Easily access the selected service

= Organise your services and orders into logical blocks

R
‘
B2FIND EUDAT

To find out more about Projects in EOSC Marketplace, please refer to our




Orderable via provider channel

* Users need to request access, but authorization is handled through the
provider’s own access management interfaces

« EOSC Portal redirects the user to the service homepage where these
interfaces to request access are offered

Lagunas de Sierra Nevada / Glacier Lagoons of Sierra Nevada




Orderable via EOSC channel

* Users need to request access to the service and can do this
through the EOSC order management
Requests will be forwarded to the providers
Providers have responsibility for responding to user access requests

* Services that work at this level can be part of cross-provider
workflows because the Marketplace can handle together the
access requests of all the services/resources that are required

for the workflow

* EOSCcanreach its full potential with providers integrated at
this level into the order management system



Orderable via EOSC channel — user side

EGI Cloud Compute
EGI Cloud Compute
Run virtual machines on-demand with complete control over computing resources
Organisation: EGI Foundation
Provided by: CESNET, 100 Percent IT, Institute of Physics of Cantabria (IFCA), Italian National
Institute of Nuclear Physics, Deutsches Elektronen-Synchrotron, National
istril d C i The SCIGNE Platform, Fraunhofer SCAI,
Institute of Informatics - Slovak Academy of Sciences, GSI Helmholtzzentrum Fiir <) ORDER REQUIRED
Schwerionenforschung GmbH, Institute of Information and Communication
Technologies, Turkish Academic Network and Information Center, Institute of

Systems and i ion Centro ico de
Supercomputacion de Galicia

(0.0 /5) O reviews AAdd to comparison Add to favourites

Webpage Helpdesk Helpdesk e-mail Manual Ask a question about this resource?
Training information

Offers EGI Cloud Compute - General purpose

To gain the access to the resource, please select an offer that suits your needs best. D EMO EDIT
Offer selection Access instructions
T S CRbeR AU Created at 29.05.2020 Single user CINECA DUPLICATE
General purpose Compute-intensive Please specify parameters. It is necessary to handle your request.
Base preformance instance type. Features: Optimised instance for computing tasks.
Accessible in opportunistic or reserved ways, CPU Feattures: High perfromance CPU cores, Until 64
cores could be overcommitted. Ideal for: Web CPU cores, Real CPU cors (non-overcommitted), RESOURCES BROJECIDETAILS CORTACTMAATEEEOSCEXEERTS
services, Micro-services, Development... Low latency network, Reserved instances. Ideal Parameters
for: Batch...
Show more
CA—— NUMBER OF CPU CORES
Ordered resources
TECHNICAL PARAMETERS o1
TECHNICAL PARAMETERS o
Number of CPU Cores 1-8
Number of CPU Cores 8-64 04 B2SAFE BEING PROCESSED
Amount of RAM per 1-4G8 P
CPU core Amount of RAM per 2-8G8
CPU core Salact s ot coraii
Local disk 10-40GB EGI Cloud Compute BEING PROCESSED
Local disk 10-40GB
Number of VM 1-50 AMOUNT OF RAM PER CPU CORE
instances Number of VM 1-50
Show more sareds O1as

She
ow more 0268 Add resource to this project
O 4acB

Select an offer

Select amount of RAM per core



Order management workflow

Service Order management team
(relying on shifters) removes spames,
and goes back to those users for
clarification if needed (e.g. a lot of
services in the same request, unusual
combinations of services)

Checked requests are forwarded to the
providers through the “Service Order
Target” email addresses registered
when the services were onboarded in
the EOSC Portal

[EOSC MarketPlace] New request of resource nbox

Operations-portal <cic-information@in2p3.fr>
N tome ~

> S.0.M.B/O

Dear resource Provider,
A new request of resource has been made which requires your attention

Please see details below. You can follow and validate this request here

Details of the Service Order

ot us @ cic-information@cc.in2p3.fr



a.

Orderable via EOSC channel - provider side

Service order, Debora Testi, EGI Cloud compute

Access type : opportunistic Generic orovider :

15/11/2020

Such an email containsalinkto -
the order management system o
where the provider can: -

Review details of the access

olgle|o|s

request including the contact

information of the user making

wva i
t h e re q U e St EGI Cloud compute debora.testi@gmail.com Number of CPU Cores : 1 15/11/2020 15/12/2020 rrET———

b.  Review exchanged messages with
O
the EOSC Order Management \

c.  Approve or reject the request so

team

¥ Send a message to the EOS®

that the Order management team
can consequently update the

- O e3f6f384-e92c-4dcd-b037-7d6786248154 added a comment - 14:22:48 16-11-2020 O Operations Port:

status of the request (also visible

QO e3f6r384-e92c-4dcd-b037-fd6 786248154 added a comment - 17:08:33 12-11-2020 (O EOSC marketplace added a comment - 17:05:16 12-11-2020

for the user in the EOSC portal)

IMPORTANT: with this form, providers cannot interact with the user, but
they can rely on any channel/tool normally used to interact with users

Comments from Marketplace 2
2l added a

comment - 17:06:20 12-11-2020

10



>ome statistics

Orders received via the EOSC portal over
“ time

Status of EOSC Portal

= Approved
u Inprogress
= Ready

= Rejected

Waiting for respond

Statistics refer only to requests made via EOSC orderable
channel

11
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Introduction to ISRM

e Objective of the Process: To restore normal / agreed service operation

within the agreed time after an incident, and to respond to user service

requests

e Ticket scheme definitions
e Four main procedures
e Tool for ISRM: EOSC Helpdesk

Escalation Procedure Diagram

priority)

‘ EOSC SU Group (N) ‘

‘ Timeline (working days) ‘

|
I
2 da
1 Y
...................................... [ ———
1
‘EOSCSU Group (N) ‘ : ’4day ‘
............... S T LI i R R R S R
I
‘ ‘EOSC SU Group (N) ‘ : ‘4-7days ‘
I
‘EOSCSU Group (N) ‘ ‘ 7 day: ‘

’ WP 7 Leader ‘

ISRM Process Description

v Incident and Service Request Management - ISRM
* EOSC Helpdesk First Line Support
* Helpdesk Guidelines
v ISRM Procedures
* ISRM1 How to Record, Classify, Prioritize, Escalate, Resolve
* ISRM2 MI: Perform a Major Incident review
* ISRM3 Escalation Procedure
* ISRM4 MiI: Classifying and managing major incidents
* ISRM Reports (TBD)
> Major incidents database
* Ticket Priority
* Ticket Status

* TPM FAQ



EOSC Helpdesk

® Instant communications
® Proactive support of EOSC users
e Support activities of EOSC providers and communities

Rich functionality:

e Dashboard Ul
Smart search
Customizable fields
Escalation
Reporting
Knowledge Base
Integration via API

Re: Responsible for support group in EOSC He... & v Ticket £

Service Request

sssssssssssss

Discard your unsaved changes. tayontab A [EETEISEEPN



EOSC Helpdesk Reference Card

Reference card

Helpdesk URL

https://eosc-helpdesk.eosc-portal.eu

Helpdesk Email

help@eosc-future.eu

Helpdesk page
in EOSC Portal

https://eosc-portal.eu/contact-us

Helpdesk
Knowledge
Base

https://eosc-helpdesk.eosc-portal.eu/help

Interoperability
guidelines

https://zenodo.org/record/7308617#.Y24fR37MK

EJ

EOSC
FEDERATION TROUBLESHOOTING
TICKET CLASSIFICATION CMDB

@) ESCALATION C :; INSTANT ACCESS U)
> z CUSTOMER
g H E L P S NOTIFICATIONU)
= USER©

MOBILE SUPPORT p D E S K -U

SERVICE PROVIDER T' AAI S ITsM 0Ps

=| Process =—|
FIRST LEVEL
2 KNOWN ERROR
2> WORKFLOW  DATABASE
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https://eosc-helpdesk.eosc-portal.eu
mailto:eosc-support@scc.kit.edu
https://eosc-portal.eu/contact-us
https://eosc-helpdesk.eosc-portal.eu
https://zenodo.org/record/7308617#.Y24fR37MKEJ
https://zenodo.org/record/7308617#.Y24fR37MKEJ

EOSC Helpdesk for Users: Request Submission

? 15tep ' j : E::)v‘:\::lee %%it?:\s:ntation
= N,
Emall Helpdesk Multiple Telegram Bot: @EOSC

i@} Dashboard Feedback Forms Helpdesk

eeeeeeeeeee |
dbacl C

Feedback Form

)
5 190 and secyrs
3
1@ EOSC Helpdesk
Welcome to EOSC Helpdesk! How we can help you?




;;EOSC Helpdesk: Submission via Telegram

Telegram chat Helpdesk Ticket Interface

EOSC Helpdesk

bot

S| 4|V Ticket ~ >

| have a problem with EOSC service . Could

Service Request v

£0SC st line support v
Pavel Weber v
losed v
=1
CHANNEL @) telegr
Istart 11.03pM v R 2 normal v
=) o~ e = X ¢ Saturday 21:59
Sci ‘ Welcome to EOSC Helpdesk! How we can help you?
y | - EOSC Helpdesk
= - = ow Yes, sure! Could you try it again? The problem should be fixed.
] A
B oS Saturday 2200
~lhave a problem with EOSC service (). Could you help me?
K 9:59 PM
SR Thank you! Everything is fine again. '« °
Yes, sure! Could you try it again? The problem should be fixed. a - A
e0SC. 0:0
S —— -
o Thank you! Everything is fine again. .& 1002 p 5 -
; b e nter Note or select attachment... Subscribe

bt iy = g
User sends a message in Telegram

Ticket is created at L1 — responsible Unit e.g. Monitoring support

Agent of Monitoring support gets notification via EMail with initial message
Agent answers a) via Helpdesk Dashboard Ul; b) via EMail

User receives answer in Telegram chat

hnHwN e



EOSC Helpdesk: Organisation of Support Groups

EOSC Helpdesk used by
some Provider as a Service
EOSC CORE:
o Multiple Groups
o EOSCSMS rules
Provider A, B etc.:
o Multiple Groups
o Provider defines own
rules to manage the
tickets

EOSC Helpdesk

Provider A EOSC Core Provider B
Support Groups gyt Goayge Support Groups
Provider’s ISRM EOSC SMS Provider's ISRM

Support Group - is a group of experts who provide support and
assistance for defined class of incoming requests




EOSC Helpdesk: Typical Workflows




EOSC Helpdesk: Typical Workflows

1a. Users contacts central
EOSC entry point

\ Email:help@eosc-future.eu
Ul/Telegram

EMail: support@provider.com

1b. Users contacts directly
provider, no EOSC 1st line
involvement



EOSC Helpdesk: Typical Workflows

1a. Users contacts central
EOSC entry point

Email:help@eosc-future.eu
Ul/Telegram

EOSC Helpdesk

S gOSC :stline g
2a Ticket [Ntk

EMail: support@provider.com

submission

2b Ticket
submission

Provider

1b. Users contacts directly
provider, no EOSC 1st line
involvement

Support Group

ﬁ'ﬂt




EOSC Helpdesk: Typical Workflows

3a. Ticket solved by EOSC La

1a. Users contacts central g
EOSC entry point :

S EOSC :st line

2a Ticket [t

submission

Email:help@eosc-future.eu
Ul/Telegram

2b Ticket
submission
EMail: support@provider.com Provider
Support Group
1b. Users contacts directly gﬁ
provider, no EOSC 1st line
involvement
3b. Ticket solved by Provider




EOSC Helpdesk: Typical Workflows

1a. Users contacts central
EOSC entry point

Email:help@eosc-future.eu
Ul/Telegram

EOSC Helpdesk

S gOSC :stline g
2a Ticket [Ntk

EMail: support@provider.com

submission

2b Ticket
submission

Provider

1b. Users contacts directly
provider, no EOSC 1st line
involvement

Support Group
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EOSC Helpdesk: Typical Workflows

1a. Users contacts central
EOSC entry point

Email:help@eosc-future.eu
Ul/Telegram

EMail: support@provider.com

EOSC Helpdesk

EOSC 1stline
Support

’a

2a Ticket
submission

L1 +——EQOSC
Groups

2b Ticket
submission

Provider

1b. Users contacts directly
provider, no EOSC 1st line
involvement

Support Group -----------------

EOSC Support Group A

EOSC Support Group B
EOSC Support Group N
4 Ticket exchang€:

XY

?7?

Provider
Provider
Provider
Support
Sub Group




EOSC Helpdesk: Typical Workflows

1a. Users contacts central
EOSC entry point

Email:help@eosc-future.eu
Ul/Telegram

EMail: support@provider.com

EOSC Helpdesk

EOSC 1stline
Support

’a

2a Ticket

submission 4 4 Ticket exchange:
L1 «——EQOSC
Groups

4 Ticket exchange: L1
«——Provider

1b. Users contacts directly
provider, no EOSC 1st line
involvement

EOSC Support Group A
EOSC Support Group B
EOSC Support Group N

XY

?7?

2b Ticket
submission !
Provider
Su ort Group ----------------- > Provider
PP P Ruluu P‘;:)vider
D '7-, Provider
g ( P .Z‘f Support
? [ Sub Group




EOSC Helpdesk: Typical Workflows

1a. Users contacts central
EOSC entry point

Email:help@eosc-future.eu
Ul/Telegram

EMail: support@provider.com

EOSC Helpdesk

EOSC 1stline
Support

’a

2a Ticket

submission 4 4 Ticket exchange:
L1 «——EQOSC
Groups

4 Ticket exchange: L1
«——Provider

1b. Users contacts directly
provider, no EOSC 1st line
involvement

EOSC Support Group A
EOSC Support Group B
EOSC Support Group N

XY

?7?

2b Ticket
submission !
Provider
Su ort Group ----------------- > Provider
PP P Ruluu P‘;:)vider
D '7-, Provider
g ( P .Z‘f Support
? [ Sub Group




EOSC Helpdesk: Typical Workflows

5a. Ticket solved by EOSC L1

1a. Users contacts central

EOSC entry point EOSC Support Group A

EOSC Support Group B

EOSC 1st line

’—?
2a Ticket

Support

EOSC Support Group N

submission 4 4 Ticket exchang€: s
_ L1 ——EOSC §
Email:help@eosc-future.eu Groups

Ul/Telegram

4 Ticket exchange: L1
«——Provider

2b Ticket
submission !
EMail: support@provider.com Provider
Support Group --:---tiiziziizr Provider
- Provider
1b. Users contacts directly Ll . Sunpont
provider, no EOSC 1st line ﬁ-l Sub Group
involvement
5b. Ticket solved by Provider




Integration with EOSC Helpdesk for Provider
(SMS Focus)

Information to be provided to configure Provider’s support area in EOSC Helpdesk:

Minimum configuration:

e Number of Support Groups with Names e.qg.: Catalogue Support, Data Transfer
e Number of Agents per Group, access rights
e Submission method Email - EOSC L1 or Standalone Email

Advanced configuration - Minimum configuration plus:

Other submission methods: Webforms, Telegram..

Escalation procedure: First response time e.g. 1day, update time 5 days

Escalation calendar ( country dependent, including public holidays)

Filters for incoming tickets: e.g. subject contains “Catalogue” — Catalogue Support
Custom fields, email signatures, custom workflows etc.

Connection or Integration with EOSC Helpdesk won't solve the problems or requests
of your users, but it will help to establish process based user support for your
community and it will help to establish a communication channel with EOSC




EOSC Helpdesk: Now

e Communities: EOSC Future, CESSDA, C-SCALE (implementation), ESCAPE
Projects (implementation), 3DBioNotes (implementation)

® 60 Groups

® 300 Users, 60 Agents

— |

B 2 2R A

1st Line Support 1st Line Support

1st Line Support 1st Line Support

N

S

CESSDA

. EOSC Future C-SCALE 3DBIONOTES
; Consortium
[SuporGows [T swpon o 11 Swoncows 10 swponoows [T swponooes |

EOSC Helpdesk A Zarmmad




EOSC Helpdesk : 2023

® Integrate more communities
and EOSC Providers in EOSC
Helpdesk

® More customization
capabilities for Helpdesk
as-a-service integration

e Analysis and implementation
of further SMS requirements
of EOSC communities

Community B

Community A

Q/ Community D

sssssssssssssssssssssssssss

EOSC Helpdesk
4\ Community F

Community |

Community C

Community L

Community K Community E

Community J

Community G
Community H



Future

Thank you
avel.weber@kit.edu

The EOSC Future project is co-funded by the

European Union Horizon Programme call
INFRAEOSC-03-2020, Grant Agreement 101017536



mailto:pavel.weber@kit.edu

